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This paper discusses features of information security in wireless networks. Network security threats
can be associated with natural phenomena and technical devices, but only people embedded in the
network to intentionally obtain or destruction of information, and they pose the greatest threat.
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Attacks on the confidentiality of infor-
mation relate to the theft or unauthorized view-
ing of data. This can happen in many ways,
such as the interception of data while in transit
or simply the theft of equipment on which the
data might reside. The goal of compromising
confidentiality is to obtain proprietary infor-
mation, user credentials, trade secrets, financial
or healthcare records, or any other type of sen-
sitive information.

Attacks on the confidentiality of wireless
transmissions are created by the simple act of
analyzing a signal traveling through the air. All
wireless signals traveling through the air are
susceptible to analysis.

This means there is no way to have total
confidentially because one can still see a signal
and subsequently record it. The use of encryp-
tion can help reduce this risk to an acceptable
level. The use of encryption has its own flaws,
as seen later in this book. For the most part, the
encryption is secure itself, although how it is
implemented and how key management is han-
dled may produce flaws that are easily exploit-
ed.

Availability is allowing legitimate users
access to confidential information after they
have been properly authenticated. When availa-
bility is compromised, the access is denied for
legitimate users because of malicious activity
such as the denial-of-service (DoS) attack.

Receiving RF signals is not always possi-
ble, especially if someone does not want you to.
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Using a signal jammer to jam an RF signal
is a huge problem that has been facing national
governments for years. Looking for the availa-
bility of RF local area networks (LANS), one
notices that performing a DoS attack is easy to
accomplish. This is due to the low transmit
power and poor frame management techniques
included in most of the current day wireless
standards.

Integrity involves the unauthorized
modification of information. This could mean
modifying information while in transit or while
being stored electronically or via some type of
media.

To protect the integrity of information, one
must employ a validation technique. This tech-
nique can be in the form of a checksum, an in-
tegrity check, or a digital signature. Wireless
networks are intended to function in an unim-
paired manner, free from deliberate or inadvert-
ent manipulation of the system.

If integrity is not upheld, it would be pos-
sible for an attacker to substitute fake data. This
could trick the receiving party into thinking that
a confidential exchange of data is taking place
when in fact it is the exact opposite. Wireless
networks have adapted to this type of threat
over time.

One can see this advancement as new se-
curity standards emerge, creating increasingly
complex integrity checks. Classification of
threats and attacks in wireless.

Because wireless networks use air and
space to send and receive information (signals
are open to any person who is within range),
data security is a very important aspect of in-
formation security system. Without proper pro-
tection of confidentiality and integrity of infor-
mation during transmission between work-
stations and access points, we cannot be sure



that the information will not be intercepted by
an attacker, and also the workstations and ac-
cess points will not be tampered with by anoth-
er person.

The wide proliferation of wireless devices
and their cheap cost led to the fact thata gap
arises in the perimeter of network security.
Specificity of the wireless network assumes that
the data can be intercepted and changed at any
time.

For fairly standard wireless adapter and
others requires specialized equipment.

In any case, these threats are realized quite
simply, and to confront them require efficient
cryptographic mechanisms for protecting data.

By their nature, wireless networks cannot
provide high availability. Various natural occur-
rences, technological and human factors can
effectively disrupt the normal functioning of the
radio channel.

This fact must be taken into account when
designing a network and the wireless network
should not be used to organize the channels for
high availability requirements.

Vulnerability is understood as a system of
protection of its property (architectural, or other
deficiency), which can be exploited for unau-
thorized access to information. In other words,
the vulnerability - it is a "channel™ unauthorized
access to protected information.

In this case, the vulnerability of any sys-
tem of protection is a threat of an attacker unau-
thorized access to information, through the im-
plementation of the attack (or attacks, which
generally can radically different) to the vulner-
ability of the system of protection.

Thus, the vulnerability of a system protec-
tion - it is a system attribute, and the presence
(absence) in its characteristic of the security
vulnerabilities of the system.

It is obvious that in general the cause of
vulnerability (the existence of "channels" Unau-
thorized Access) may be either incorrect im-
plementation of protection mechanism, or lack
of mechanisms for the conditions of the pro-
tected information object.

Generally speaking, the properties of cor-
rectness and completeness of implementation
(enough for use) are fundamental properties of
any technical system, including properties and
information protection systems.

Situation analysis shows that the main rea-
sons for uncertainty move to wireless networks
are the information security issues, which for
individual level, and for the system as a whole
have not been determined.
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Preparation for security of wireless net-

works must first establish that may threaten
them.
Immediately it should be noted that wireless
networks are different from the cable only in
the former, two-the physical and partly channel
-seven-level model of Open Interconnection
Systems.

Higher levels are implemented in accord-
ance with the same principles as in wired net-
works, but the real network security is provided
at these lower levels.

The following are considered as the major
threat of security in wireless networks: Viola-
tion of physical integrity of the network; inter-
ception of traffic; intrusion into the network.

Network security threats may be natural
phenomena and technological devices, but the
only people being introduced into the network
to intentionally obtain or destroy information,
and they pose the greatest threat of all.

When considering the vulnerabilities of
802.11 networks can distinguish two groups of
threats: threats, on the signal level and threats to
the information level. The presence of vulnera-
bilities on the signal level does very problemat-
ic defense information level at which must be
prevented:

Deliberate distortion of the transmitted and
received data;

interception of information that can be
used to harm user;

interception management of communica-
tions or information system.

Besides, has not yet developed a detailed
model of the threats that exist in digital wireless
access networks, and methods to combat them.

It should be noted that a high degree of se-
curity of the channel on the signal level is not a
guarantee of an equally high information securi-
ty throughout the system.

This is because the main indicator of suc-
cess of the single component system is the real-
ization of its objective function. Signal level is
lower and provides neutralization of the conflict
or the threat of a component only on the site.
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